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Abstract

Software defect prediction helps development teams identify high-risk modules
before complete testing and release. This study presents an explainable deep
learning framework that uses repository analytics for automated defect
prediction. The framework combines static code metrics, change history,
developer activity, ownership information, defect records, source-code
embeddings, and commit-message embeddings. A dual-branch neural
architecture processes numerical and semantic features, while Shapley-based
explanations show how each feature influences the predicted defect probability.
The model was evaluated against logistic regression, support vector machine,
random forest, XGBoost, and a conventional deep neural network using
accuracy, precision, recall, F1I-score, and AUC. The proposed framework achieved
95.4% accuracy and an AUC of 0.97, outperforming all benchmark models. Code
churn, previous defect count, cyclomatic complexity, commit frequency, and
semantic features were the most influential predictors. The framework supports
accurate, transparent, and practical software quality decisions by improving
testing prioritization, maintenance planning, and resource allocation in
development projects.

Keywords: Software defect prediction, Explainable deep learning, Repository
analytics, Software quality assurance, Shapley explanations

Journal of Privacy - Aware Computing Systems

N
o
N
)
Ll
=
=)
r
o
>



https://jgmdjournal.com/index.php/jgmd/index

Journal of Privacy-Aware Computing Systems

1. Introduction

Software defects can reduce system reliability, increase maintenance costs, and delay software releases.
Manual code review and testing remain important, but they require considerable effort when a project
contains thousands of files and frequent code changes. Software defect prediction supports quality
assurance by identifying modules that are more likely to contain defects before complete testing is
performed. Deep learning models can capture nonlinear relationships among software metrics and
improve the identification of defect-prone modules [1]. These predictions allow testing teams to focus

their effort on the parts of a software system that present the highest risk.

Software repositories contain detailed information about how a software system is developed and
changed over time. Source-code repositories record code modifications, commit dates, developer
contributions, file ownership, and commit messages, while issue-tracking systems record reported
defects and their resolution histories. These records can be combined with static metrics such as code
complexity, coupling, inheritance depth, and lines of code. The performance of deep learning defect
predictors can vary according to the software features supplied to the model [2]. Repository analytics

therefore provides a broader description of software quality than the use of source-code metrics alone.

Traditional machine learning methods commonly depend on manually selected metrics and fixed
relationships between input features and defect labels. These methods may perform well on small
datasets, but they may not fully represent complex interactions among code structure, developer
behaviour, and historical changes. Deep neural networks can learn higher-level representations directly
from repository data. Semantic information obtained from source code and development text can
improve defect prediction because it captures programming meaning that numerical metrics may not
express [3]. A framework that combines numerical repository metrics with learned semantic

representations can provide a more complete assessment of defect risk.

High prediction accuracy alone is not sufficient for practical software engineering. Deep learning
models are often treated as black-box systems because developers cannot easily understand why a file
has been classified as defective. Explainable artificial intelligence can address this limitation by
showing how individual repository features influence a predicted defect probability. Shapley-based
explanations can measure the positive or negative contribution of each software feature to a model
output [4]. These explanations can help developers determine whether the predicted risk is related to

code churn, high complexity, weak ownership, repeated bug fixes, or another measurable condition.

Repository data also presents challenges such as class imbalance, missing values, duplicated commits,
inconsistent issue labels, and highly correlated metrics. Differences in project size, programming
language, development practice, and release frequency can further reduce model generalization. This
study proposes an explainable deep learning framework that combines static code metrics, change

history, developer activity, ownership information, semantic features, and defect records within a
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unified prediction pipeline. The framework is designed to provide reliable defect predictions together

with clear explanations that support testing and maintenance decisions.

2. Methodology

The proposed methodology was designed as an end-to-end repository analytics pipeline. It included
project selection, repository extraction, defect labelling, feature generation, data preprocessing, deep
learning, explanation generation, and performance evaluation. Public software projects with accessible
version-control and issue-tracking histories were selected to support reproducibility. Each project was
required to contain multiple releases, a clear commit history, and issue reports that could be linked to
corrective code changes. The complete process produced one structured record for every source-code

file included in a release.

Repository information was extracted from Git-based version-control systems and associated issue-
tracking platforms. Source-code files were treated as the main prediction units because file-level
predictions can guide developers toward specific parts of a project. Commit identifiers, timestamps,
author details, modified files, added lines, deleted lines, and commit messages were collected from the
version history. Static software metrics were calculated from the source code at the selected release
point. Software features can influence deep learning defect predictors differently, making systematic
feature extraction necessary for stable model development [5]. All extracted records were stored using

unique project, release, and file identifiers.

Defect labels were created by linking resolved defect reports with the commits that corrected them.
Commit messages were first matched with issue identifiers, after which the issue type and resolution
status were verified. A file was labelled defective when it was modified by a validated bug-fixing
commit associated with the selected release. Files without a confirmed defect link were labelled non-
defective. This process reduced the risk of treating general maintenance, documentation changes, or
feature additions as defect corrections. The resulting binary label was used as the target variable for

supervised deep learning.

Repository features were organized into static, process, developer, ownership, defect-history, and
semantic groups, as shown in Table 1. Static metrics described the internal size and complexity of the
code, while process metrics measured how frequently and extensively each file had changed. Developer
metrics represented contributor activity, and ownership features measured whether responsibility was
concentrated or distributed among developers. Historical defect features described earlier fault
behaviour, while semantic features represented information from commit messages and source-code
tokens. Combining traditional metrics with learned semantic features can provide complementary
information for defect prediction [6]. Table 1 defines the feature groups, data sources, and preprocessing

procedures used in the framework.
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Table 1. Repository Analytics Features, Metric Definitions, Data Sources, and Preprocessing

Procedures Used for Automated Software Defect Prediction

Feature Main metrics Data source Preprocessing
group
. LOC, complexity, Source code and Missing-value treatment and
Static code . . ) . .
coupling, cohesion static analysis standardization
Change Code churn, revisions, I Log transformation and
. Git history o
history file age normalization
Developer Contributor count, o Duplicate removal and
. . Git history L
activity commit frequency standardization
Ownership Major contributor share Git history Min-max normalization
. Previous defects, defect | Issue tracker and Git Link validation and log
Defect history . . .
density commits transformation
. Code and commit- Source code and Cleaning, tokenization, and
Semantic data . . .
message embeddings commit messages vector encoding

Data preprocessing was conducted separately within every training fold to prevent information from
the test data from influencing model development. Duplicate records and invalid repository links were
removed before analysis. Missing numerical values were replaced using the median calculated from the
training set. Skewed variables, including code churn, revision count, and previous defect count, were
transformed using a logarithmic function. Semantic feature learning can capture useful information
from source code and development records when the input text is prepared consistently [7]. Numerical
features were standardized, while the same preprocessing parameters were applied to the validation and

test sets.

Class imbalance was handled only within the training data using weighted binary cross-entropy.
Incorrect classification of a defective file therefore received a larger penalty than incorrect classification
of a non-defective file. Stratified sampling maintained a similar defect ratio across the training,
validation, and test partitions. The prediction architecture contained one branch for numerical repository
metrics and another branch for semantic information. Hybrid feature fusion can improve defect
prediction by combining measured software properties with representations learned from source code
[8]. The outputs of both branches were joined and passed through dense layers, while a sigmoid output

neuron generated the final defect probability.

The model was optimized using the Adam optimizer with an initial learning rate of 0.001. Early stopping
and learning-rate reduction were applied when the validation loss stopped improving. Five-fold
stratified cross-validation was used for within-project evaluation, while release-based separation
preserved the temporal order of software changes. Interpretable defect prediction requires realistic
evaluation because explanations from an overfitted model may appear convincing even when
predictions are unreliable [9]. Shapley additive explanations were then used to estimate the contribution
of each repository feature to individual predictions, and feature-level evidence was generated for both
global and local interpretation [10]. Performance was evaluated using accuracy, precision, recall, F1-

score, and area under the receiver operating characteristic curve.
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3. Results and Discussion

The proposed explainable deep learning framework was evaluated using accuracy, precision, recall, F1-
score, and area under the receiver operating characteristic curve. Its performance was compared with
logistic regression, support vector machine, random forest, extreme gradient boosting, and a
conventional deep neural network. The evaluation examined the ability of each model to identify
defective software modules while reducing incorrect predictions. The proposed framework produced
the strongest overall performance among the evaluated models. This improvement shows that
combining different types of repository information allows the model to identify complex defect

patterns more effectively.

The proposed framework achieved an accuracy of 95.4% and an AUC value of 0.97. It also produced
higher precision, recall, and Fl-score values than the benchmark models. Figure 1 presents the
comparative performance of all models across the five evaluation metrics. The proposed framework
maintained a better balance between identifying defective files and limiting false defect warnings. The
results indicate that combining repository metrics with semantic features improved the separation of
defective and non-defective software modules.

100

B Accurscy I Precision B Recall B Fl-score EE AUC

Performance (%)

Logistic Support Vector Random XGBoost Deep Neural Proposed
Regression Machine Forest Network Framework

Prediction model

Figure 1. Comparative Accuracy, Precision, Recall, F1-Score, and AUC Performance of the

Proposed Explainable Deep Learning Framework and Benchmark Models

The explanation layer increased the practical value of the prediction system. Feature importance
analysis showed that code churn, previous defect count, cyclomatic complexity, commit frequency, and
source-code semantic features had the strongest influence on defect predictions. Local explanations also
showed why individual files were classified as defective or non-defective. Developers could therefore
connect each model decision with measurable conditions in the repository. These explanations can help

software teams select important files for testing, inspection, and maintenance.

The framework produced stable results across the validation folds and maintained consistent

performance for all evaluation metrics. The integration of static metrics, development history,
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ownership information, defect records, and semantic features reduced prediction errors. The strong
recall value showed that the model missed fewer defective files, while its precision reduced unnecessary
testing of non-defective files. This balance is important because both undetected defects and false
warnings can increase development costs. The proposed system therefore provides accurate defect

prediction together with clear evidence that can support software quality decisions.

4. Conclusion

This study presented an explainable deep learning framework for automated software defect prediction
using repository analytics. The framework combined static code metrics, change history, developer
activity, ownership information, defect history, and semantic features to estimate the probability of
defects in source-code files. An explanation layer was included to identify the repository features that
contributed most strongly to each prediction. This integrated design allowed the system to provide both

numerical defect probabilities and understandable reasons for its decisions.

The results showed that the proposed framework performed better than the benchmark models across
accuracy, precision, recall, F1-score, and AUC. The feature-level explanations also made the predictions
easier to understand and apply in practical software development. The framework can help development
teams identify high-risk modules before complete testing is performed. The proposed approach can
therefore support testing prioritization, maintenance planning, and effective allocation of software

quality assurance resources.
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